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Dear Members,
In keeping with our commitment to assist you in enhancing your cybersecurity programs, the following is a list of useful 
websites and cyber resources.

Websites to register for cyber alerts 

Cybersecurity & Infrastructure Security Agency  
(CISA)
About CISA
Register for Alerts

Multi-State Information Sharing & Analysis Center  
(MS-ISAC)
About MS-ISAC
Register for Alerts

Training 
Executive Office of Technology Services and Security  
(EOTSS)

MIIACyberNet

MassCyberCenter
•  Cyber Incident Response Plan Materials for   

Municipalities 
• Minimum Baseline of Cybersecurity for Municipalities

Cyber Assessment 
Office of Municipal and School Technology Cybersecurity 
Health Check- Basic Risk Assessment

CISA Evaluation Tool (CSET)

Cyber Hygiene Services - Free: CISA Scanning and Testing 
Services. For more info email vulnerability_info@cisa.dhs.gov

Other - Provided on State preapproved

National Institute of Standards and Technology  
NIST Cyber Resilience Review

Other Resources - Specific 
Community Compact Best Practices Program

Community Compact IT Grant Program

Municipal Fiber Grant Program

MassCyberCenter Municipal Cybersecurity Toolkit

MassCyberCenter - Minimum Baseline of Cybersecurity for 
Municipalities

 Statewide Contract for Data & Cybersecurity  
Download Document

DOTGOV Act of 2020: CISA Encourages Municipalities to 
Move to .gov Domain

Organizational Resources 
MassCyberCenter

Massachusetts Commonwealth Fusion Center

CISA

MS-ISAC

Cyber Resilient Massachusetts Working Group

Regional IT meeting groups

Executive Office of Technology Services and Security - 
Office of Municipal and School Technology 

Cybersecurity Preparedness: Questions for Utilities 

Executive Office of Public Safety & Security (EOPSS) Office 
of Grants & Research

Office of Grants and Research
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Cyber Resources

https://www.cisa.gov/about-cisa
https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new
https://www.cisecurity.org/ms-isac/ms-isac-charter/
https://learn.cisecurity.org/ms-isac-subscription
https://www.mass.gov/topics/executive-office-of-technology-services-and-security
https://www.mass.gov/topics/executive-office-of-technology-services-and-security
https://www.emiia.org/risk-management-resources/miia-cyber-net
https://masscybercenter.org
https://masscybercenter.org/Response-Plan-Materials
https://masscybercenter.org/Response-Plan-Materials
https://masscybercenter.org/municipalities/minimum-baseline-cybersecurity-municipalities
https://www.mass.gov/info-details/all-office-of-municipal-and-school-technology-omst-programs#cybersecurity-health-checks
https://www.mass.gov/info-details/all-office-of-municipal-and-school-technology-omst-programs#cybersecurity-health-checks
https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/cyber-hygiene-services
mailto:vulnerability_info%40cisa.dhs.gov%20?subject=
https://www.nist.gov/cybersecurity
https://drive.google.com/file/d/12nVHkMGEOBaO-KqLRoyeiAubBhYtS83b/view
https://www.mass.gov/info-details/community-compact-best-practice-program-faq
https://www.mass.gov/how-to/apply-for-a-community-compact-it-grant
https://www.mass.gov/municipal-fiber-grant-program
https://masscybercenter.org/municipal-toolkit
https://masscybercenter.org/municipalities/minimum-baseline-cybersecurity-municipalities
https://masscybercenter.org/municipalities/minimum-baseline-cybersecurity-municipalities
https://www.macomptroller.org/announcement/now-available-statewide-contract-its78-for-data-and-cybersecurity-services/
https://home.dotgov.gov/2021/3/8/moving-to-cisa/
https://masscybercenter.org/
https://www.mass.gov/info-details/overview-of-the-department-of-state-polices-commonwealth-fusion-center
https://www.cisa.gov/
https://www.cisecurity.org/ms-isac/ms-isac-charter/
https://masscybercenter.org/cyber-resilient-massachusetts/cyber-resilient-massachusetts-working-group
https://www.mass.gov/orgs/office-of-municipal-and-school-technology
https://www.mass.gov/orgs/office-of-municipal-and-school-technology
https://pubs.naruc.org/pub/3BACB84B-AA8A-0191-61FB-E9546E77F220
https://www.mass.gov/orgs/executive-office-of-public-safety-and-security
https://www.mass.gov/orgs/executive-office-of-public-safety-and-security
https://www.mass.gov/orgs/office-of-grants-and-research

